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[AR1]stelnet server enable

525 BEBRT SSHINER AR EFNED
[AR1]aaa

[AR1-aaa]local-user sshuser password cipher huaweil23
[AR1-aaa]local-user sshuser privilege level 3
[AR1-aaa]local-user sshuser service-type ssh
[AR1-aaa]quit

535 FHE SSHIAUERSS

AR1]user-interface vty 0 4
AR1-ui-vty0-4]authentication-mode aaa

[
[
[AR1-ui-vtyO-4]protocol inbound ssh
[AR1-ui-vty0-4]quit
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® 110.1.1.1:22 = SSH Security Warning ? X

Xshell 5 (Build 8964) . Unknown Host key

Copyright (c) 2002-2016 NetSarang | /'“
1 " The host key of 10.1.1.1 (port: 22) is not registered in the local host key
Type “help' to learn how to use Xsl database. The host key should be saved to authenticate this host at next time.
[c:\~]% ssh 18.1.1.1

Connecting to 18.1.1.1:22... Host key thumbprint (MD5 checksum):

Connection established. sshrsa 512 7e:96:a7:63:ad: 94:db: 30: 58: 77:6b:95:88:92:57: 17
To escape to local shell,

Do you want to accept this host key?

Accept Once Accept and Save Cancel




EE: E5EIm

110.1.1.1:22

- - S5H User Mame
Connection established.
To escape to local shell, PREELElEEbES 10.1.1.1:22 (Yedefaults)

Server Type: S5H2, DOPRA-1.5

Connection closed by fore

. Enter a user name to login:
Disconnected from remote [ g

| sshuser

Type “help' to learn how
[c:\~1% 19.1.1.1

Connecting to 10.1.1.1:22...
Connection established

File Edit View Tools Tab Window Help
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= A G - O‘ SSH User Authentication ? >
| & Remote Host: 10.1.1.1:22 (Yodefault¥o) - -~ i
S Login Mame: sshuser J: a
Server Type: S5H2, DOPRA-1.5 j £

110.1.1.1:22
Select a proper user authentication method among the methods
below and provide necessary information to login.

Connecting to 10.1.1.1:22...
Connection established.
To escape to local shell, press 'C Password: sssssnaas |

(®) Password

Connection closed by foreign hest.
Disconnected from remote host(16.1)
“help' to learn how to use

[c:\~1% ssh 18.1.1.1

Connecting to 10.1.1.1:22...
Connection established.

To escape to local shell, press 'C
0 Cancel

110.1.1.1:22

Type “help' to Learn how to use Xshell prompt.
[c:\~1% ssh 18.1.1.1

Connecting to 18.1.1.1:22...
Connection established.
To escape to local shell, press 'Ctrl+Alt+]'.

welcome to this Router!

tem-view
tem view, return user view with Ctrl+Z.

[ar11l




(BREIRRHATINES) ;

E&:. 25
5 FIF wireshark @ H4T SSH 1Y

Wireshark - 7348 62 - -

Frame 62: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface ©
Ethernet II, Src: Vmware c¢0:00:08 (00:50:56:c0:00:88), Dst: HuaweiTe cd:44:85 (00:e0:fc:cd:44:85)
Internet Protocol Version 4, Src: 18.1.1.18, Dst: 18.1.1.1
Transmission Control Protocol, Src Port: 620831, Dst Port: 22, Seq: 1958, Ack: 1224, len: 68
v 55H Protocol
~ SSH Version 2 (encryption:aesl28-cbc mac:hmac-shal compression:none)
Packet Length (encrypted): 72a6988f
Encrypted Packet: 5al68ac46f99119f9774839F74d86c65F364cA37+1F7d485..
MAC: a92f2e36fclbelb3c9504a28deebefeb2f85bf8ee
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SSH 79 Secure Shell B9485, B IETF AIMLETE/\E (Network Working Group) FREIRE;
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