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RHCE %if,

hRXSHEPEBREAZITEEREZ. SEEAAPEIERREZ, HEFNEEITHEREAR R LHCER
%T Red Hat Enterprise Linux ﬁﬂiﬁﬁfﬂ,ﬁﬂmo ﬁqFﬁﬁ“ﬁﬂj: ﬁﬁﬂ#ﬁ%ﬁ%ﬂ%&ﬁﬂmi%
BEe B root MRIHEIMEH, BirvCAAPEN M A EBUN B R=<HEDERR -

BAR, BASHREZE-GERIL, BUFEEEAERE LF vm console BElmkEIERYL. Bmalbl
i ssn NEHRRZRDHEOENRI, BEHERRRMBAXEHBER D, ENaElEE ssu HioEH
mo

mAE, #SHHEARTFNEMSEES R, MARFSHEEHMSENTIN. Ml RENMESHERE
B, FARMEANZESBESURSGENFTSN .

REREE
BEERDEEANAIREOELNT -

systeml .groupd.example . com fERRS =
system? .groupd.example . com fEREP"

ﬁ’i\ % gﬁ H:]rcctﬁﬂj"] redhat

REMrettht BonceiEft, BOAWAEE, SEEURE-THREAEHEGEREFSP:

systeml.group8.example.com = 172.24.8.11/24
system?.group8.example.com = 172.24.8.12/24

ﬁ+§§ﬁﬂ?ﬂDNSﬁgroupB example. comfIBE Gl « BRIAEEFHIANG , A EKE D MM RS %M
£5%Niol.

server.groupd . example . com Bt rEPIMERES=EN groupd.example . come [ RO gjﬁsystemlm
systemi’gﬂegﬁﬁlﬁﬁ.ﬁﬁﬁﬂtﬂmﬁjﬂﬁﬂ

server.groupd . example . com Bt 7 vd 6, vrRLE http://server.groups.example.com/yum o
Pk iEEZATHE, EEAAEIPNNBEALXH. Hih KSR R e A mpAERP .
myl33.0rg(172.13.8.0/20) fEAA A {EHE -

HFERZBENRESHETEYN, FUAEHEERHARAGENEESTEN CRBARELER, MAFA
T+ a5 ANERNXHERARER cRhHALE#MMNZHPEAM, MASALHRED. OXSHKHAME
P REARENREILREELS, HWHiFEHLFES.

EBHRGEER
NEEBEHAEOEREZRENE, TASEEEE LO-SHERNEHE - BH.

EZwHE, BEOREXAREETENEMEL . FAAEERNARTZEES, KEEAPEIEK
i E.

H#PEA L HREEEHENSKAE, Kol ah S0 A SR ERN B -

start Exam vM - MR EPENNEEEDN, XSsBENENERSKER. MEESEE8sh, BLAKI*E
il

Reboot Exam VM - Eﬁﬁﬂﬂlo

Shutdown Exam VM - ﬁ%;&ﬁ'ﬁﬂqﬁﬂ#ﬁﬁﬁo

Power(Off Exam VM - iZ’i‘E_H]%HJEEF]Eﬂ#ﬁﬁﬁo

Exam VM Console - XSTH— 1T EEIEMNENSLEZEZNEHNSED. 28, RE=sAzsh#ARE
HadEn, MAZTBBELRE, GRNET cerl + a1¢ HER .

Rebuild Exam vM - WBREHSKEINERNBMNEBERE, INEEERAEEFOPEAKEE.
FELR!I I BAZAEEBIL EARERS R X GRIAEMNENN R ERLEHRNHITHIEE.
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I HISCE AT YUM

S FHIFE system1 A system2 AT

[root@systeml ~]# yum-config-manager --add-repo="http://server.group8.example.com/yum"

Loaded plugins: langpacks, product-id GEEBEEHE H ZERdhbtl, DaRAER)

adding repo from: http://server.group8.example.com/yum

[server.group8.example.com _yum]

name=added from: http://server.group8.example.com/yum

baseurl=http://server.group8.example.com/yum

enabled=1

(IRt A%, 7 L F THIBREE X/ fetc/yum.repos.d/*.repo , FIXPAT ERFEINIES, #R/5# yum clean all

&& yum makecache)

[root@systeml ~]# yum repolist

Loaded plugins: langpacks, product-id, search-disabled-repos, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to
register.

server.group8.example.com_yum [.2.9 kB 00:00:00
server.group8.example.com_yum/primary_db | 56 kB 00:00:00
repo id repo name status
server.group8.example.com_yum added from: http://server.group8.example.com/yum 72

repolist: 72
[root@systeml ~]# CH7T BG4 ZERHAHERIMIFEAZKER FE RSN, T LUEESEAREHEAD
[root@systeml ~]# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release
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%*%ﬂ.:

% % SELinux
I sy=steml #0 sy=stem2 FEk sELinux ML {E#EIH enforcing :

BREAFEERKEL R
. ikmE
R
SEER:

H4r WAE systeml Fl system2 L 52Hk:

[root@systeml ~]# getenforce

Permissive

[root@systeml ~]# setenforce 1  (Igft#EN enforcing )
[root@systeml ~]# getenforce

Enforcing

[root@systeml ~]# vim /etc/sysconfig/selinux (GKAKEN enforcing )

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=enforcing (fBHUK enforcing)
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# minimum - Modification of targeted policy. Only selected processes are protected.
# mls - Multi Level Security protection.

SELINUXTYPE=targeted
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%:%ﬁ:

HC B By K5
BETHEKRE systemd . system2 FRFEMAXIERE:

P groupld.example . camn mE P systeml #n system2 #HiT ssh HiEl.
= | myl33t.org B 5 P A systeml 0 system2 #HiT ==h HIOl.
#wH: mylast.org EEF 172.13.8.0/24 ME

BB

EREHGORE |

SEER:

B HIFE systeml F system2 FHAT:

[root@systeml ~]# systemctl enable firewalld

[root@systeml ~]# firewall-cmd --permanent --add-service=ssh
[root@systeml~ 1# firewall-cmd --permanent --add-rich-rule “rule
address="172.13.8.0/24" service name="ssh" reject'

[root@systeml ~]# firewall-cmd --reload

[root@system1 ~]# firewall-cmd --list-all <---- IGUESE R
public (default, active)

interfaces: ethO

sources:

services: dhcpvé-client ssh

ports:

masquerade: no

forward-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="172.13.8.0/24" service name="ssh" reject

family="ipv4"

source
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H=

H & X H P35
R Fsystemillsystem2 FBIBBEFE X %2 Pgstat , BK:

KB EXawSHMiTA Tm S - /bin/ps -Bo pid,tt,user, fname,rsz

S EEPHHAHPFER
v iRME
C Al RRRRE
SEER.

BB systeml Fl system2 FHAT:
[root@system1 ~]# vim /etc/bashrc
#vim:ts=4:sw=4
alias qstat='/bin/ps -Ao pid,tt,user,fname,rsz' <--- TEH B ER AN N

INRBG ERERR, W LAXARAE:

[root@systeml ~]# bash

[root@systeml ~]# which gstat

alias gstat="/bin/ps -Ao pid,tt,user,fname,rsz'
/bin/ps
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S U R

[ ANk a

FiEY systeml BEWmOEE, Bk :

f172.24.8.0/24MEPM RS, hiolsystem1PEMRO 5123 FHELER s0

hEBbmAREH
v RE
| ERSEEORE
SEER:

[root@systeml ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" _source address="172.24.8.0/24" forward-port
port="5423" protocol="tcp" to-port="80""
[root@system1 ~]# firewall-cmd --reload

LI :
[root@systeml ~]# firewall-cmd --list-all
public (default, active)
interfaces: ethe
sources:
services: dhcpv6-client ssh
ports:
masquerade: no
forward-ports:
icmp-blocks:
rich rules:
rule family="ipv4" source address="172.13.8.0/24" service name="ssh" reject
rule family="ipv4" source address="172.24.8.0/24" forward-port port="5423" protocol="tcp"
to-port="80"
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SR

BCEBRES

EsystemZ*usystemlz Bl 43 A TR K iR T — iR -

I i 2 A OQethifleth2
EEE— M EOXHBARR TE

W system1 BE AT H MM BE172.16.3040/255.255.255.0
B system2fF AT A MAMAE172.16.3. 45/255.255.255.0
hERTERGER RRARBEERS

EE
IR R AR

BEER:

BAFTE systeml Ml system2 EHAT:

[root@systeml ~]# nmcli connection add con-name team0 type team ifname teamO config
"{"runner":{"name":"activebackup"}}' < EBIITEER )G I json ¥R ELE

[root@system1 ~]# nmcli connection modify teamO ipv4.addresses "172.16.3.40/24" connection.autoconnect yes ipv4.method
manual <---- 1E system2 FE ¥l 172.16.3.45/24

[root@system1 ~]# nmcli connection add con-name teamO-slavel ifname ethl type team-slave master teamO
[root@system1 ~]# nmcli connection add con-name teamO-slave2 ifname eth2 type team-slave master team0O

[root@system1 ~]# nmcli connection up teamO

ik (FTIE) -
[root@system1 ~]# ifconfig teamO0
teamO: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.16.3.40 netmask 255.255.255.0 broadcast 172.16.3.255
ether 46:b0:f9:57:0e:4c txqueuelen 0 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped O overruns0 frameO
TX packets 0 bytes 0 (0.0 B)
TX errors0 dropped 0 overruns O carrier 0 collisions 0
[root@system1 ~]# teamdctl teamO state
setup:
runner: activebackup
ports:
eth2
link watches:
link summary: up
instance[link_watch_0]:
name: ethtool
link: up
ethl
link watches:
link summary: up
instance[link_watch_0]:
name: ethtool
link: up
runner:

active port: ethl

[root@system2 ~]# ping 172.16.3.40 <---- ZE5F systeml 1 system2 FECE 5T, ENIR P LAMHE ping E

ECI



B4 RHCE7/RHCSA7 ZiR%E Rl , #E)E: https://shop33445448.taobao.com, #)ifi QQ: 5156770

#iE: MR IOEERR, TR BB EERHER:

[root@system1 ~]# nmcli connéction delete team0-slavel
[root@system1 ~]# nmcli connection delete team0-slave2
[root@system1 ~]# nmcli connection delete teamO
[root@system1 ~]# nmcli connection reload
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Lyay-iE

Bt B 1Pveihhl
=L AL 8T 8 O etnots AT Hliovelh il -

systeml F FIM B 1% E£2003:a418: :305/64
system2 F I E Y% JE 200345018230/ 64

AT RRPBAGESRE2003:ac18/64NA Rl {5
mhbbAmEERREEAER

MRS LAERES M pva it bl HEE# S

58
EERFERRE |

SEER:

BB systeml Fl system2 FHAT:

[root@system1 ~]# nmcli connection modify ethO ipv6.addresses ipv6.method connection.autoconnect
yes P TH1E system2 BTN A IPve ik ,  VFERE: ipve.mefhod AW )E N manul, 7S 3h5M

[root@system1 ~]# nmcli connection reload
[root@system1 ~]# nmcli connection down eth0 && nmcli connection up eth0

BOAE:  systeml Al system2 #Fi% € 565 5wt AT LIS IE
[root@system1 ~]# pingé -c1 2003:ac18::30a

PING 2003:ac18::30a(2003:ac18::30a) 56 data bytes

64 bytes from 2003:ac18::30a: icmp_seq=1 ttl=64 time=0.245 ms

11 W
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U

Ficl ¥ A Hh 18 44 AR 55
ER&% system2 *usysteml FEGWHRS , Bk:

XS AT AR Rk BT
HEERE FEMEXPTEMEEHFS=8s1EHBInail .groupd .example . com
Hﬁgﬁﬁiiﬁmm#ﬂﬁ%ﬁﬂzsewer.gr:::upﬂ example . com

ol e Xt R EMAP dave MK ERIAR, 5K server.groupd.example.com E 4 A 5 i It AP f e

ﬁ:ﬁngRL http: //server. groupd . example . aom/pub freceived_mailfa

iz [E]

FEMIBHEARE |

SEER:

B HIFE systeml F system2 FHAT:

[root@systeml ~]# postconf -e inet_interfaces=1loopback-only
[root@systeml ~]# postconf -e mydestindation=

[root@systeml ~]# postconf -e local_transport=error:err
[root@systeml ~]# postconf -e relayhost=[mail.group8.example.com]
[root@systeml ~]# postconf -e myorigin=server.group8.example.com
[root@systeml ~]# systemctl enable postfix

[root@systeml ~]# systemctl restart postfix

T
[root@system1 ~]# echo "hello" | mail -s testmail dave
[root@system1 ~]# curl http://server.group8.example.com/pub/received_mail/8
From root@server.group8.example.com  Fri Jan 20 23:57:55 2017
Return-Path: <root@server.group8.example.com>
X-Original-To: dave@server.group8.example.com
Delivered-To: dave@server.group8.example.com
Received: from system1.group8.example.com (system1l.group8.example.com [172.24.8.11])
by server.group8.example.com (Postfix) with ESMTP id C1F7F3089EFB
for <dave@server.group8.example.com>; Fri, 20 Jan 2017 23:57:55 +0800 (CST)
Received: by system1.group8.example.com (Postfix, from userid 0)
id AAD9022E3285; Fri, 20 Jan 2017 23:57:55 +0800 (CST)
Date: Fri, 20 Jan 2017 23:57:55 +0800
To: dave@server.group8.example.com
Subject: testmail
User-Agent: Heirloom mailx 12.5 7/5/10
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
Message-Id: <20170120155755.AAD9022E3285@system1.group8.example.com>
From: root@server.group8.example.com (root)

hello

12 W
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YA

Bk sMB HLEHF

1E sy=zteml tAREAsERS 5 Bk

B sve REB[HAE starr THEHAMA TR

HE /common HR, HEHRBMHA coimon

37 groupd . example . com A ME PSR L Plecommont

common P2 32 O] LA 31 B

AP andy PAEBERAZNAANE, NRFENE, BUEEDEredhat

i o]

5156770

EREHEARE |

W

EER:
—. fE system1l LIAT:

1. PR IFHRAR S FFHLE 3

[root@system1 ~]# yum install samba samba-client -y
[root@system1 ~]# systemctl enable smb.service nmb.service

2. R KIE
[root@system1 ~]# firewall-cmd --permanent --add-service=samba
[root@system1 ~]# firewall-cmd --reload

3. WAL E X
[root@system1 ~]# vim /etc/samba/smb.conf
= ===== === Global Settings —=========== === ======

(flBtla, % EsCiBElar B, REERKRETE 6 ZRMHEE, HiET 6 o EFHN—THEMUTRE)

[common]
path = /common
hosts allow = 172.24.8.
browseable = yes

4. GIgHFIHHRE selinux £

[root@system1 ~]# mkdir /common

[root@system1 ~]# semanage fcontext -a -t '"samba_share_t" '/common(/.*)?
[root@system1 ~]# restorecon -Rv /common/

5. flJ& samba

[root@system1 ~]# smbpasswd -a andy
New SMB password: redhat

Retype new SMB password: redhat
Added user andy.

6. JEIIRSE

[root@system1 ~]# systemctl restart smb nmb

%13 W
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. 1E system2 AT (WRHE systeml LB &4ES, FIUIAKAE, DL R PAAEE):

— N

1. ZERHGE

[root@system2 ~]# yum install samba-client -y

2. WAEARST A ] LAYS ]

[root@system2 ~]# smbclient -L //172:24.8.11/ -U andy
Enter andy's password: redhat
Domain=[STAFF] OS=[Windows 6.1] Server=[Samba 4.2.3]

Sharename Type Comment

common Disk

IPCS IPC IPC Service (Samba'ServerVersion 4.2.3)
andy Disk Home Directories

Domain=[STAFF] OS=[Windows 6.1] Server=[Samba 4.2.3]

Server Comment

S-Y_S'I-'EMl mm_Samba Server Version 4.2.3
Workgroup Master

—  svstemn

[root@system2 ~]# smbclient  //172.24.8.11/common -U andy
Enter andy's password: redhat
Domain=[STAFF] OS=[Windows 6.1] Server=[Samba 4.2.3]

smb:\>Is
D 0 SatFeb1121:44:27 2017

D 0 SatFeb1121:44:27 2017

10229760 blocks of size 1024. 6957644 blocks available

¥ 14 W
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B

Bl B % i ' sMBHEEL

f systeml it sve HEHFE [/devops HBETHIEK:

#h devops
Ei devops HﬁE groupd . exampledoom ﬁlilil EﬁﬁF‘ﬁEfﬁ
?Ei devops=s ﬂ-ﬁﬁlﬂﬂﬁ!ﬁ
HFPF silene AL EMAARBEINET , ARIEFEBEredhat
HFPF akira #@ @A ZESHARATERES, ARIEFEBE redhat
WHZ ki EHIE system? . groupd . example . com i Jmnt/dev Hx, H#EHHP silene {E
AREEFAP, qEL#d AP akira kGRS AR R

i o]

Y

R CH
It ot

TR HEARE

SEER:

—. 1E systeml E3AT:
1. AL E
[root@system1 ~]# vim /etc/samba/smb.conf

(R G BREIMFRE, RIFETE o BEHK TN TERE)

path = /devops

hosts allow = 172.24.8.

browseable = yes

writable = no <----- writeable ZZFM
write list = akira

2, WEHX

[root@system1 ~]# mkdir /devops

[root@system1 ~]# semanage fcontext -a -t 'samba_share_t' '/devops(/.*)?'
[root@system1 ~]# restorecon -Rv /devops

[root@system1 ~]# setfacl -m u:akira:rwx /devops/

3. B/

[root@system1 ~]# smbpasswd -a silene
New SMB password: redhat

Retype new SMB password: redhat
Added user silene.

[root@system1 ~]# smbpasswd -a akira
New SMB password: redhat

Retype new SMB password: redhat
Added user akira.

4. EEkRS

[root@system1 ~]# systemctl restart smb nmb

% 15 T
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. fE system2 EPHAT

1. ZEBRM

[root@system2 ~]# yum install cifs-utils -y

2. BEVERS

[root@system2 ~]# mkdir /mnt/dev

3. BEHLE
[root@system2 ~]# smbclient. -L (//172.24.8.11/ -U silene
Enter silene's password:

Sharename Type Comment
common Disk
devops Disk

4. YwiE fstab B INFFAFER

[root@system2 ~]# vim /etc/fstab

..... FESC e e —AT3E L MR ...

//172.24.8.11/devops /mnt/dev cifs defaults,multiuser,usernames=silene,password=redhat;sec=ntimssp 0 0

5. K
[root@system2 ~]# mount -a
[root@system2 ~]# df -h

//172.24.8.11/devops 9.8G 3.2G 6.7G 32% /mnt/dev

[root@system2 ~J#su - silene
-bash-4.2$ cd /mnt/dev
-bash-4.2$ cifscreds add 172.24.8.11

Password:
-bash-4.2$ touch testfile
touch: cannot touch  ‘testfile’ : Permission denied < A LEEAREES

-bash-4.2$ exit

[root@system2 ~]#su - akira

-bash-4.2$ cd /mnt/dev

-bash-4.2$ cifscreds add 172.24.8.11
Password:

-bash-4.2$ Is

-bash-4.2$ touch testfile <---T] DRI S A
-bash-4.2$ Is

testfile

-bash-4.2$ exit

%16 W
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w1

it ENFSHR &

# systeml BANFSIRS , BRUWT -

PLREMAABLZFHR /public & BIF REE# groups.example.com P MR HK D
PeshhiiEFHxK /protected » Bt S &¢ # groupl . example . com 1 oh ) % S i el
el /protected = E M il Rerbero=Z £ ME , BolL AT Aurciz it 73 H

http: //server.group8 . example . comfpub/keytabe/systeml . keytah

BH=® /protected HiZzAEAER PEocjedt WAEAN andres MFHE
HFP andres @ELABSAHILAIE] /protectedfproject

CLRE
R RFRRE |

1E system1 EHHAT:
1. %% nfs RSm T EE
[root@system1 ~J# yum install nfs-utils -y  (FERFEPE LIRIFEEAFTERR, MR LZERESTHE) 7.2 RERRAD

2. WERFIHEZ)

[root@system1 ~]# systemctl enable nfs-server nfs-secure-server

3. BER KRR

[root@system1 ~]# firewall-cmd --permanent --add-service=nfs
[root@system1 ~]# firewall-cmd --permanent --add-service=rpc-bind
[root@system1 ~]# firewall-cmd --permanent --add-service=mountd
[root@system1 ~]# firewall-cmd --reload

4. W€ H3x K SELinux 24 FF X

[root@systeml ~]# mkdir -p /public /protected/project

[root@system1 ~]# chown andres /protected/project

[root@system1 ~]# semanage fcontext -a -t'public_content_t' '/protected(/.*)?'
[root@system1 ~]# semanage fcontext -a -t'public_content_rw_t' '/protected/project(/.*)?"
[root@system1 ~]# restorecon -Rv /protected/

5. TF#; kerberos iIF+
[root@systeml ~]# wget -O /etc/krb5.keytab http://server.group8.example.com/pub/keytabs/system1.keytab

6+ Zm¥H nfs BEYR 3 HiAC B S

[root@systeml ~]# vim /etc/exports

/public  *.group8.example.com(ro,sec=sys,sync)
/protected *.group8.example.com(rw,sec=krb5p,sync)

7. Bl nfs BEISH, HERRS

[root@systeml ~]# vim /etc/sysconfig/nfs
RPCNFSDARGS="-V 4.2"

[root@system1 ~]# systemctl restart nfs-server.service nfs-secure-server.service

8. Wil H Ik T H B IR
[root@system1 ~]# exportfs -ra
[root@system1 ~]# exportfs

/public * group8.example.com
/protected *.group8.example.com

¥ 17 W
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#t—

HH — I NFsit=

i system2 raE#—9kB8 sy=teml .groupl.example . com FIinesHE HEFSTHEK:

/public EHRETHMAB R L /mnt/nfsmount
/protectedBEHTE T HMRER L /fant/nfssecure HEHAZT2MAIN, FHTHURLWT -

http://server. groupd . example . comfpub/keyvtabs/ sy=stem? . keytah
HP andres BEWSFE Jmnt/rdfssecurd/project Falgsxff
HETHRGEEREEIINBzsES

_EA |
H R ERIRE

SEER:

1E system2 EHHAT:
1. B ERA

[root@system2 ~]# mkdir /mnt/nfsmount /mnt/nfssecure

2. T3 kerberos iE$
[root@system2 ~]# wget -O /etc/krb5.keytab http://server.group8.example.com/pub/keytabs/system2.keytab

3. 7 fstab U INFF A BE TR
[root@system2 ~]# vim /etc/fstab

..... X sEEMUL FERE. ...
system1:/public /mnt/nfsmount  nfs defaults,sec=sys 0 0
system1:/protecetd /mnt/nfssecure  nfs defaults,sec=krb5p,v4.2 0 0

4. WERBFIENHFHG LizfThks (BTHET kerberos Wik, FrAFHFEREIZRS)
[root@system2 ~]# systemctl enable nfs-secure
[root@system2 ~]# systemctl  start nfs-secure.service

5. Wik

[root@system2 ~]# mount -a

[root@system2 ~]# df -h

Filesystem Size  Used Avail Use% Mounted on
system1:/public 9.8G 3.2G 6.7G 32% /mnt/nfsmount
system1:/protected 9.8G 3.2G 6.7G 32% /mnt/nfssecure

TR BFRIFES/protected £, FJLUEE systemctl status nfs-secure BERFREBEINERM, BairM—kEHELE L
T K kerberos i F & H4E . system1 1 system2 KB ERIA—F S8

[root@system2 ~]#su - andres

-bash-4.2$ kinit

Password for andres@GROUP8.EXAMPLE.COM: redhat

-bash-4.2$ cd /mnt/nfssecure/project/

-bash-4.2$ touch testfile

-bash-4.2$ Is -I

total 0

-rw-rw-r--. 1 andres andres O Feb 12 10:01 testfile <--- andres F P BREh B & S

ER: WREAXMRK, WE systeml REBH T nfs BEISEON 7-v4.2” JEx BRBE T IEHK selinux E T, BRE
system2 R EE T IEAEHSH "va.2”
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Lo i |

iﬂ"—ﬁ‘* web R4

fr systeml FEREE— T35S Http: ffsysteml .group8.example.com/ s EERTT RSB

,l,k http://=erver. groupd . example. c::::mfnu]:nfs_ﬁteml hitml —Fﬁxﬁ: ’ #Hﬁﬁt#ﬁ% j"]
index.html AEEWI X HERAE

B3t index.html EWNBEF web BF M DocumentRoot HET
*kBF groups.example.com 1% 15 Py ol LA A B 1t web R 55
§EE:_Fm}f133t.orgﬁmﬁpﬁﬁﬁﬁﬂﬂtwebﬁﬁ

i o]

i ERENRE |

SEER:

1E system1 AT
1. ZERKMGE

[root@systeml ~]# yum install httpd -y

2. BB
[root@system1 ~]# vim /etc/httpd/conf.d/httpd-vhosts.conf
<VirtualHost *:80>

DocumentRoot "/var/www/html|"

ServerName system1.group8.example.com

<Directory "/var/www/html|">
<RequireAll>
Require all granted
Require not host .my133t.org
</RequireAll>
</Directory>
</VirtualHost>

[root@systeml ~]# wget -O /var/www/html/index.html http://server.group8.example.com/pub/system1.html

3. WERFSIHEHAE LEZIRS

[root@system1 ~]# systemctl enable httpd
[root@system1 ~]# systemctl start httpd

4. WERTKIE
[root@system1 ~]# firewall-cmd --permanent --add-service=http
[root@system1 ~]# firewall-cmd --reload

IGHF: 7E system2 EPHAT
[root@system2 ~]# curl system1.group8.example.com
Site:system1.group8.example.com
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#+=M

Bl B 42 web/R %

?‘] H,‘:.—'T, http://system] .groupl sFample . com E.E_TLS}']]E B
— Eﬁ% 'EE:HHL http://setver. groupd . example .. com/pub/tls/certs/ systeml .ort Em

IAF BRAFEHM http//server. groups.example. com/pub/tls/private [systeml . key ik
MIEBRAEEEREEMN http: //server . group8.example. com/pub/tls/certs/ssl-ca.crt RN

| EB
T BBROER,

SEER:

1E system1 EHHAT:
1. &3 ssl IR

[root@system1 ~]# yum install mod_ssl-y

2. BHEEXXH
[root@systeml ~]# vim /etc/httpd/conf.d/httpd-vhosts.conf
e FESCA IR G BN LA A EN L E....
<VirtualHost *:443>
DocumentRoot "/var/www/html|"

ServerName system1.group8.example.com

<Directory "/var/www/html|">
<RequireAll>
Require all granted
Require not host .my133t.org
</RequireAll>

</Directory>

SSLEngine on

SSLProtocol all -SSLv2 -SSLv3

SSLCertificateFile /etc/pki/tls/certs/system1.crt

SSLCertificateKeyFile /etc/pki/tls/private/system1.key

SSLCACertificateFile /etc/pki/tls/certs/ssl-ca.crt
</VirtualHost>

3. TEIEH CRARYE b TEECE ST Fr 48 A RUE T #E0R BL R B 42D

[root@systeml ~]# wget -O /etc/pki/tls/certs/systeml.crt http://server.group8.example.com/pub/tls/certs/system1l.crt
[root@systeml ~]# wget -O /etc/pki/tls/private/systeml.key http://server.group8.example.com/pub/tls/private/system1.key
[root@systeml ~]# wget -O /etc/pki/tls/certs/ssl-ca.crt http://server.group8.example.com/pub/tls/certs/ssl-ca.crt

4. FRINBE K ISR
[root@system1 ~]# firewall-cmd --permanent  --add-service=https
[root@system1 ~]# firewall-cmd --reload

5. EREMRS
[root@system1 ~]# systemctl restart httpd

1E system2 FIGHEF:
[root@system2 ~]# curl -k https://systeml.group8.example.com
Site:system1.group8.example.com
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1 U

A B KB = AL

:EE systeml J:BLEE‘H:']WE}JE%E, ?‘]H,':.j, http: //wwwd . group . example . com @JE—ﬁ‘EﬂIﬂl, ﬁ
EHITT RS E:

EE DoocumentRoot j’] Jvar fwwwdvirtual

JA http://=erver. groupd . example . com/pub/wwwd . html Fﬁj{ﬁi% j’] index.html ,Z‘:%Hﬁ:
ft index.html IS 8 02

B index.html WHRIEMFHM Documentroot HET
& andy HPRBEBIHE /var/www/virtual HETFalI23

H8: Rahg http: //systeml . groupd . exam@l ed com PR E NI, STFESS
server.group8.example.com R EFH A FH B wwws (groups.example. com FII%3 #

_ EEL

R YRR |

1E system1 EHH4T:

1. BIEEMNS B 3 FH T 8E T

[root@system1 ~]# mkdir /var/www/virtual

[root@systeml ~]# wget -O /var/www/virtual/index.html http://server.group8.example.com/pub/www8.html

2. WE ML B RAR

[root@system1 ~]# setfacl -m u:andy:rwx /var/www/virtual/

[root@system1 ~]# semanage fcontext -a -t "httpd_sys_content_t" '/var/www/virtual(/.*)?'
[root@system1 ~]# restorecon -Rv /var/www/virtual/

3. BILEHENL
[root@systeml ~]# vim /etc/httpd/conf.d/httpd-vhosts.conf
e FESCA IR G BN LA A EN L E....
<VirtualHost *:80>
DocumentRoot "/var/www/virtual"

ServerName www8.group8.example.com

<Directory "/var/www/virtual">
<RequireAll>
Require all granted
</RequireAll>
</Directory>
</VirtualHost>

4. EFRS
[root@system1 ~]# systemctl restart httpd

1E system2 IR :
[root@system2 ~]# curl http://www8.group8.example.com
Site:www8.group8.example.com

21 W
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F+ A

BEE web W& WA

M systeml FH web RFEBM) DocumentRoot HER T, BIBR—1T-8H private MEZxR, Bk
T:

M http://server.grouwp8fexamsle.com/pub/private.html Fi#k— PRI ERH=xIHE, #HH
Eﬁig?‘] index.html

AE A 21 R AE ek

M systemi b, FWASIALLAE private FIAE, BEMNHERZEA AR HRAZITBRMAASE -

_ B4 |
HIBBIRIRE

SEER:

1E system1 AT

1. ByvLH%

[root@system1 ~]# mkdir /var/www/html/private
[root@system1 ~]# mkdir /var/www/virtual/private

2. MEUHE
[root@systeml ~]# wget -O /var/www/html/private/index.html http://server.group8.example.com/pub/private.html
[root@systeml ~]# wget -O /var/www/virtual/private/index.html http://server.group8.example.com/pub/private.html

3. BEEUBL ENLAE B S
[root@systeml ~]# vim /etc/httpd/conf.d/httpd-vhosts.conf
<VirtualHost *:80>

DocumentRoot "/var/www/html|"

ServerName system1.group8.example.com

<Directory "/var/www/html|">
<RequireAll>
Require all granted
Require not host .my133t.org
</RequireAll>
</Directory>
<Directory "/var/www/html/private"> #53AE R B P BT ENL B AT i 42 i B
Require all denied
Require local
</Directory>
</VirtualHost>

<VirtualHost *:80>
DocumentRoot "/var/www/virtual"

ServerName www8.group8.example.com

<Directory "/var/www/virtual">
<RequireAll>
Require all granted
</RequireAll>
</Directory>
<Directory "/var/www/virtual/private"> #5) BIFE R A WA B LB 0 U7 1) 42 o B
Require all denied
Require local
</Directory>
</VirtualHost>

22 W
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4, HEJHRS%
[root@system1 ~]# systemctl restart httpd

5. Wi

1E system1 IR

[root@system1 ~]# curl http://system1.group8.example.com/private/
This a private file,only for local access!

1E system2 3R

[root@system2 ~]# curl http://systeml.group8.example.com/private/
<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don't have permission to access /private/

on this server.</p>

</body></html>

% 23 W
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LI B BWEBA A
. systeml FESE#INECHAET, BkK:

HENETHED wsgl .groupf.example . com S T i
EREHmrEsRO 4000

M http://server.group8.éxample .dom/pub/webinfo.wsgi P#—HE, AERESES M
B, LW n A EREREXFFANT

HPWIAIE http://wsgi.groupB.example.come8909/ B, B ZEWREL B Fwebm @A
I, http://wsgi.group8.example.com:8909/ $ M EEH#H groupd.example . com AR AER% N

il
BB
Eﬂﬁﬂ%ﬁﬁﬁ"]@
SEER
1E system1 EHHAT:

1. ESLREMENL
[root@system1 ~]# vim /etc/httpd/conf.d/httpd-vhosts.conf
oo FETC B SCAT 3 i THTHG IR ) AU AL L.
Listen 8909
<VirtualHost *:8909>
ServerName wsgi.group8.example.com
WSGIScriptAlias / /var/www/html/webinfo.wsgi
</VirtualHost>

[root@systeml ~]# wget -O /var/www/html/webinfo.wsgi http://server.group8.example.com/pub/webinfo.wsgi

2, ZEEHRE

[root@system1 ~]# yum install mod_wsgi -y

3. USRI KSR

[root@system1 ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" port port=8909 protocol=tcp accept’
[root@system1 ~]# firewall-cmd --reload

4. 5 SELinux

[root@system1 ~]# semanage port -a -t http_port.t -p tcp 8909

5. EERS
[root@system1 ~]# systemctl restart httpd

6~ Wk

[root@system1 ~]# curl http://wsgi.group8.example.com:8909
This Dynamic WSGI Page Was Generated at:

Sun Feb 12 21:23:01 2017

¥ 24 T
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#VE: PTART Apache i H KRG E X275 K

% 25 T
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FHHLl

22— PR

Hsysteml FRIB— 1 BH [foot/foo.sh FME, L HEEMT HIEH -

'\:ulﬁﬁ [froot/foo.sh redhat ,ﬁﬂjj"] fedora
ﬁﬁﬁ [froot/foo.sh fedora ;ﬁﬂjj"] redhat
HRAAPZ2HEEZ2HAE redhat BKH fedora F, HERBLEFELTHES -

/root/foo.=zsh redhat | fedora

iz o]

R HEARE

SEER:

1E system1 AT
[root@system1 ~]# vim /root/foo.sh
#!/bin/bash
case $1in
redhat)
echo "fedora"
fedora)
echo "redhat"

*)
echo "/root/foo.sh redhat|fedora"

.o
124

esac

[root@system1 ~]# chmod 755 /root/foo.sh
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BT )\ &

22—~ A FLETE AR

¥ system1 FOIE—1HE, BH Jroot/batchusers  MHAEFEZMARE system1 BIBEMAF,
HHXEHPHAPEREBPEGHPEINROXA, BRBET PNEK:

HHEEREH P Z2H RERNMEASHPEIIRNMAXR

m%'}ﬁﬁﬁmﬁﬂ, lttHlEFEZﬁ%H:'.FEH:]E%fﬁ“E Usage: /root/batchusers userfile ﬁ.ﬁiﬂ
i ik O HE A

MEEMH I ATFEMAXHS, EHBFEFEZSLTAMAESRESE nput file not found HFIRW
iR Ol 41 B 118

gl EMAPE FEshelld /bin/false

KHEAZEELHPEOER

BEo[LAMT A Muvrcit R AP S FIsREH M H

http://=erver.groupd.example. com/pub/userlist

i o]

R IR |

1E system1 EHHAT:
[root@system1 ~]# vim /root/batchusers
#!/bin/bash
if [ S# -eq 1 ];then
if [-f "$1" ];then
while read username ;do
useradd -s /bin/false Susername &>/dev/null

done < $1
else
echo "Input file not found"
exit 1
fi
else
echo "Usage: /root/barchusers userfile"
exit 2
fi

[root@system1 ~]# chmod 755 /root/batchusers
[root@systeml ~]# wget -O /root/userlist http://server.group8.example.com/pub/userlist

MK

[root@system1 ~]# /root/batchusers userlist

27 W
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FHT L

Bt E IscsI FR& i

Al B systeml B#—14 1scst BS ®BESEH ign.2014-08.com.example . groupd : systeml HES

T 5k -
BS¥wmOR 3260

B iscsi store fFHERZEES s HADP 36

lﬂ'. e % = ﬁE ﬂ system? . groupd . exarple . com iﬁ iE]
_ EE
TR RAE R |

SEER:

1E system1 AT

1. ZERRMGIHBIIRS

[root@systeml ~]# yum install targetcli -y
[root@system1 ~]# systemctl enable target
[root@system1 ~]# systemctl start target

2. ASINRT K ISR

[root@systeml ~]# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" source address="172.24.8.12/32" port
port=3260 protocol=tcp accept'

[root@system1 ~]# firewall-cmd --reload

3. QIEEEEGIENERAFGE
[root@system1 ~]# fdisk /dev/sda #23A I % FH ) & /dev/vda
Command (m for help): n
Partition type:
p  primary (2 primary, 0 extended, 2 free)
e extended
Select (default p): p
Partition number (3,4, default 3): E.#[A %4
First sector (26626048-41943039, default 26626048): 1[0 4
Using default value 26626048
Last sector, +sectors or +size{K,M,G} (26626048-41943039, default 41943039): +3G
Partition 3 of type Linux and of size 3 GiB is set

Command (m for help): t

Partition number (1-3, default 3): B0 %
Hex code (type L to list all codes): 8e
Changed type of partition 'Linux' to 'Linux LVM'

Command (m for help): w

[root@system1 ~]# partprobe

[root@system1 ~]# pvcreate /dev/sda3

[root@system1 ~]# vgcreate iscsi_vg /dev/sda3

[root@system1 ~]# Ilvcreate -n iscsi_store -l 100%VG iscsi_vg

4. BLE iscsi
[root@system1 ~]# targetcli
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/> backstores/block create name=iscsi_store dev=/dev/iscsi_vg/iscsi_store FEX T —PARHFIHEE
/> cd iscsi

[iscsi> create iqn.2014-08.com.example.group8:system1 & X T —4" iscsi(target)

[iscsi> cd iqn.2014-08.com.example.group8:system1/tpgl/

[iscsi/iqn.20...:system1/tpgl> luns/ créate [backstores/block/iscsi_store 558 X I T HIEL ¥ &1L 1% target T E H 2=
[iscsi/iqn.20...:system1/tpg1> acls/ createfiqn.2014-08.com.example.group8:system2  BIZEE T iqn K acl: R 1%L FHIZE 4515 A 2 iscsi [ tagert
Jiscsi/iqn.20...:system1/tpgl> portals/ create 172,24.8.11 3260 & Y target F N (& # 4 1P Al 7 19])

Using default IP port 3260

Could not create NetworkPortal in configFS WRE XAl v CLZRE, N RE SR AR ER N L4 2257 1 0.0.0.0 I A E
/iscsi/ign.20...:system1/tpgl> set attribute authentication=0 1% tgp <MK 5 K 1E

[iscsi/iqn.20...:system1/tpgl> set attribute generate_node_acls=0 % tgp 1# F H & X acl SZELF A7 16 FR

/> saveconfig {RFRE

/> exit

o ot ot

]
(=
)
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BLE iscIsSI WIZE P

A& system2 HFHeaEERE sy=steml FRE#Mm iq‘n.?ﬂld-ﬂﬂ.ccm.example.grc:upﬂ:systeml,fﬁ-ﬁﬁm

TE%k:

iscis1 BBEEZRZESIMHE NN
WEH iscisi LA —1TADA 2100 mis FIHEK, HEFAED exta
A EEHHE /mnt/data b, RFRNEREZBNFIHBAhEH

i [o]

R B IRARE |

SEER:

1E system2 EHHAT:
1. ZEEF WK

[root@system2 ~]# yum install iscsi-initiator-utils -y

2. BEE iscsi Z U E T, WRESHEERBK
[root@system2 ~]# vim /etc/iscsi/initiatorname.iscsi
InitiatorName=iqn.2014-08.com.example.group8:system?2

3. WRERFITHLEZIMG LE35)
[root@system2 ~]# systemctl enable iscsi iscsid
[root@system2 ~]# systemctl restart iscsi iscsid

4. RI target
[root@system2 ~]# iscsiadm -m discovery -t st -p 172.24.8.11
172.24.8.11:3260,1 iqn.2014-08.com.example.group8:system1

5)% [ target

[root@system2 ~]# iscsiadm -m node -

[root@system2 ~]# Isblk

NAME  MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT

sda 80 0 20G Odisk

F—sdal 81 0 9.8G Opart/

L—sda2 8:2 0 2G 0 part [SWAP]

sdb 816 0 3G Odisk <—ZAHELT—/ 36 KiEH, HRKIFHMESR FZN vdb

6. 7 XIFrEL
[root@system2 ~]# fdisk /dev/sdb
Command (m for help): n
Partition type:
p primary (0 primary, O extended, 4 free)
e extended
Select (default p): p
Partition number (1-4, default 1): B[R4
First sector (8192-6283263, default 8192): HEi{Z[F%FE
Using default value 8192
Last sector, +sectors or +size{K,M,G} (8192-6283263, default 6283263): +2100M
Partition 1 of type Linux and of size 2.1 GiB is set

Command (m for help): w
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[root@system2 ~]# partprobe
[root@system2 ~]# mkfs.ext4 /dev/sdb1l

7. BEFVLEEE
[root@system2 ~]# mkdir /mnt/data

BB HE SR, HINIRTE ZERI_netdev S

[root@system2 ~]# blkid /dev/sdb1

/dev/sdbl: UUID="e101bcb4-eb23-4a325-8f31-25956a06cc10" TYPE="ext4"

[root@system2 ~]# vim /etc/fstab

UUID="e101bcb4-eb23-4a25-8f31-25956a06cc10" /mnt/data ext4 defaults, netdev 00
[root@system2 ~]# mount -a

[root@system2 ~]# df -h

Filesystem Size Used Avail Use% Mounted on

/dev/sdbl 2.0G 6.2M 1.9G 1% /mnt/data

%31 W
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ot

Ao B — N HE B
I systemliﬁ“ﬂ_ﬁ\ Maria' DE-EHIEEE , & H contacts, B¥E:

HEEFREZAGRABEESENMNANET, ERXFNureh

http://server.groups.example . cofpub/users.mdb , HMBERE#H localhost T
B 7 root AP, WHEFRE#AN Mary i, WAPEBA redhat
root FAAPMIHEEE®N redhat , ANARTFTEBER

1% o]

IR MREEARE |

SEER:

1E system1 AT :
1. ZEHIREE
[root@system1 ~]# yum install mariadb* -y

2. B3RS
[root@system1 ~]# systemctl enable mariadb.
[root@system1 ~]# systemctl start mariadb

3. WEHEE

[root@system1 ~]# mysql_secure_installation

Enter current password for root (enter for none): BRINBA %Y, BRI

OK, successfully used password, moving on...

Set root password? [Y/n] y

New password:  redhat

Re-enter new password: redhat

Remove anonymous users? [Y/n] y F R AL B EERERE
4. SNEIE. B IR

[root@system1 ~]# wget -O /root/users.mdb http://server.group8.example.com/pub/users.mdb
[root@systeml ~]# mysql -u root -predhat

MariaDB [(none)]> create database Contacts;

MariaDB [(none)]> use Contacts;

MariaDB [Contacts]> source /root/users.mdb;

MariaDB [Contacts]> grant select on Contacts.* to Mary@Ilocalhost identified by 'redhat’;

MariaDB [Contacts]> quit
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[root@systeml ~]# mysql —-u root —-predhat

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 41

Server version: 5.5.44-MariaDB MariaDB Server

Copyright (c¢) 2000, 2015, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

.firstname FROM u name, rd WHERE |1 name.u
ssword = 'fadora';

JNT (*) FROM u name WHERE u name.
'John' |AND u loc. T )

1l row in set (0.
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